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1
Decision/action requested

SA3 is kindly asked to approve the proposed text for the security of L2 U2N relay communication in TS 33.503.
2
References

[1]
3GPP TS 33.503 v0.1.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

[2]
3GPP TR 33.847 v0.8.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

This pCR proposes to add the requirements to clause 6.4 in TS 33.503 [1] based on the conclusions in TR 33.847 [2]. 
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".

[x]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
*************** Start of the 2nd Change ****************

6.4.4
Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay
6.4.4.1
General

For end-to-end security between the Remote UE and the network, the existing NAS security and UP security mechanisms defined in 33.501 [x] are reused.
The NAS security between the Remote UE and the core network is established after the Remote UE is registered to the network.
The AS security between the Remote UE and the NG-RAN is established by triggering the AS SMC procedure from the NG-RAN when the Remote UE initiates the RRC connection establishment with the NG-RAN via the L2 U2N relay.
NOTE: 
The details of AS security establishment depend on how the RRC connection is established between the Remote UE and the NG-RAN via the L2 U2N relay defined by RAN WG.
*************** End of the Changes ****************
